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Netcon 500 system scalability

Netcon 500 Racks
There are three different racks available for Netcon 500; a full 
rack with 14 slots, a half rack with 7 slots and a quarter rack 
with 3 slots. All the racks are suitable for 19” cards.

Netcon Process IO
The Netcon 500 direct process interface is placed in the 
19” rack. The process IO-units are powered, synchronized 
and communicate with over the internal IO-bus. Each of the 
Netcon 500 parallel process IO-units operates as independent 
RTUs. When using GPS time synchronization of the IO-units 
the accurate PPS timing pulse from the GPS is connected 
over the internal bus to each IO-unit. 

Netcon GW502 Main Processor
Netcon GW502 main processor unit handles the cyber securi-
ty, communication, protocol conversion and RTU functionality. 
It provides option for redundant communication and process-
ing. GW502 also powers the rack and modules.

•	 Voltage range 24-48V
•	 Power consumption < 12W
•	 Dual 10/100Base-TX Ethernet
•	 4x10/100Base-TX + 100Base-FX Switch
•	 Three V.24 serial ports
•	 V.24 console port
•	 Rack Bus interface
•	 V.11 GPS receiver interface

Netcon SIO508 Serial Port Server 
The Netcon SIO508 Ethernet serial port server provides eight 
V.24 (RS232) serial ports. It can power the rack and modules 
together with GW502 module. 

•	 One 10 baseT Ethernet
•	 Eight V.24 serial ports with handshake, rear connector/

cable interface
•	 One V.24 console port, RJ45 interface
•	 Four channel plastic optical fiber (POF) module attached 

to rear connector
•	 GPS PPS synchronization pulse input

The Netcon POF4
The Netcon POF4 is a V.24 to Plastic Optical Fiber adapter 
interfacing serial communication devices. It’s powered from 
SIO508. The Netcon POF4 is typically used for serial bus at-
tached protection relays. The response and bandwidth can be 
significantly increased by splitting the communication to physi-
cally separate loops with a minimum of one device per loop.

Analog In – AI16
•	 16 differential inputs channels
•	 14bit accuracy
•	 ±22mA
•	 Common mode voltage ±60VDC

Digital In – DI64
•	 64 DI/PI (8 floating groups of 8 DI/group)
•	 Positive or negative common
•	 24VDC, 48VDC or 110VDC

Digital Out – DO32
•	 32 outputs (4 floating groups of 8 outputs/group) 
•	 Load 24...110VDC / 1Acont / 3Apeak
•	 Electronic short circuit protection
•	 Impedance measurement

Combi IO – IO64
The combi unit Netcon 500 IO64 provides analog inputs, 
digital inputs and digital outputs in one unit. It is most cost ef-
fective in smaller stations needing only few cards.

•	 40 DI/PI, 16 DO, 8 AI
•	 24VDC or 48VDC

Netcon SAM Module
Sum Alarm Module combines any number of alarms into both 
one single and one double point summary alarm signal. Each 
input signal of a summary alarm may be delayed. The state of 
the substation Local/Remote switch may also be connected to 
the summary alarm.
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Netcon 500 Outstation Concept
The Netcon 500 Outstation concept extends the option to 
integrate utility ICT infrastructure, communication, process 
interface, local monitoring, local automation and local control 
demands into one modular product portfolio. The Netcon 
500 Outstation may be divided into main entities, the Netcon 
Gateway, the Netcon 500 RTU and the Netcon 500 Operator 
Station.

Netcon 500 Gateway
The main processing unit of Netcon 500 is called GW502. It 
handles the cyber security, communications, protocol conver-
sion and RTU functionality. It also powers the rack modules. 

To assure redundant processing, Netcon 500 may house two 
GW502 units which back up each other. In case of failure on 
one, the other takes automatically over. 

Netcon 500 RTU
The central functions of the RTU are the traditional process 
interface and the communication services including protocol 
conversion.

The Netcon 500 RTU can be powered either from GW502 or 
SIO508 cards. The power supply is redundant. The 
communication can also have redundant paths from two 
GW502 cards. In case of failure on the main connection, the 
back-up connection takes automatically over. 

Netcon 500 Operator Station
The Netcon 500 Operator Station provides local monitoring 
and control at the outstation based on proven Netcon  
technology family. The Netcon 500 Operator Station makes 
handling of the network more efficient within the primary 
equipment, between the process and upstream information 
systems. 

The Netcon 500 Operator Station connects to the Netcon 500 
RTU over local network adding more functions to the whole 
outstation installation without interfering with the basic 
functions. 

The Netcon 500 RTU interfaces the process and IEDs while 
the Netcon 500 Operator Station performs the process  
monitoring, control and visualization on the HMI. 

The HMI includes for example an alarm display, an event list, 
a station diagram, control functions, a trend display and auto-
mation features. The control and automation features provide 
functionality to implement regulators and sequences that can 
be managed and triggered either locally or remotely. 

There are different hardware options available for the Operator 
Station, such as a panel PC or an industrial grade PC.

Protocol Support

Master (client) protocols

•	 IEC 61850
•	 IEC 60870-5-101 
•	 IEC 60870-5-103
•	 IEC 60870-5-104
•	 DNP3
•	 SPA
•	 Procol
•	 Nettlink 
•	 Siemens 3964R
•	 ST1
•	 Modbus RTU
•	 Modbus Client
•	 Comli
•	 Telegyr 102, Telegyr 065, Telegyr 800
•	 ADLP80, ADLP180
•	 RP570, RP571
•	 Indactic 23, Indactic 33/34, Indactic 35 
•	 Felek 400, Felek UST4000
•	 Swedish Neutral RCC
•	 Netcon 8830, Netcon 8810 
•	 Nortroll
•	 Radius RIP
•	 Lyngsö UST220/224, Lyngsö Gamma
•	 Robofon (Central Unit)
•	 Tecoma/Tecnet
•	 Schlumberger 7915 FC
•	 Mobitex
•	 ANSI X3.28
•	 IEC62056-21

Slave (server) protocols

•	 NFElink
•	 Procol
•	 ADLP80, ADLP180
•	 RP570
•	 IEC 60870-5-101
•	 IEC 60870-5-104
•	 DNP3
•	 Netcon8830
•	 TG800
•	 Modbus RTU
•	 Modbus Server
•	 Comli
•	 Mobitex

Netcon 500 Extensive Connectivity
Netcon 500 has extensive connectivity ranging from classic 
low speed telecontrol to modern IP-network based protocols. 

Netcon 500 supports for example following standards for  
master station communication:

•	 IEC 60870-5-101
•	 IEC 60870-5-104 (KEMA certified)
•	 DNP3

Netcon 500 supports also multiple concurrent master station 
connections on different media and protocol if there is a need 
to connect several master stations to one outstation. Netcon 
500 can also function as an intermediate concentrator statios 
for numerous small outstations and IEDs.

For the station level communication Netcon 500 supports for 
example following standards:

•	 IEC 61850-8-1
•	 IEC 60870-5-103
•	 DNP3

IEDs of various ages and protocols are connected to Netcon 
500 over serial interfaces in multi-drop or in point-to-point star 
configuration. 

IEC 61850 Support
Netcon 500 has full support for the emerging IEC 61850 
standard. The implementation is open with proven             
multivendor interoperability. As Netcon 500 is capable to act 
as a  communications gateway and a protocol converter, a 
61850 substation can be connected to a control centre using 
any standard protocol, like IEC-104.  

IEC 61850 key advantages are:

•	 Simpler substation structure: IEC 61850 offers a single, 
uniform method to integrate Intelligent Electronic Devices 
(IED), like protection relays 

•	 Enhanced engineering, implementation, operation and 
service. Savings on time and costs on configuration, com-
missioning and maintenance.

•	 Reduction of wiring costs: IEC 61850 replaces wiring 
between feeders, control switches, and signaling devices.

•	 Increased reliability: A single, real time communication 
channel for all data – using standard  Ethernet as the 
medium 
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